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Chapter 5 ¢ Customer Due Diligence

Applying Customer Due Diligence measures involves
several steps. The firm is required to identify
customers and, where applicable, beneficial owners. It
must then verify these identities. Information on the
purpose and intended nature of the business
relationship must also be obtained.

P46 ¢5.3.1

The firm identifiesthe customer by obtaining a range
of information about him. The verificationof the
identity consists of the firm verifying some of this
information against documents, data or information
obtained from a reliable and independent source.

P46 ¢ 5.3.2 REG 5(1)

The ML Regulations require that the beneficial owners
owning or controlling more than 25% of body
corporates, partnerships or trusts are identified, and
that risk-based and adequate measures are taken to
verify their identities.

P47 ¢ 5.3.12 REG 6

Firms must apply Customer Due Diligence measures at
appropriate times to its existing customers on a risk-
sensitive basis. Firms must also apply Customer Due
Diligence measures to any anonymous accounts or
passbooks as soon as possible after 15 December
2007, and in any event before they are used. Subject
to these two obligations, this guidance does not
require the immediate application of Customer Due
Diligence measures to all existing customers after 15
December 2007. The obligation to report suspicions of
money laundering, or terrorist financing, however,

appliesinrespectofalli KS FANX Qa Odza

the UK financial sanctions regime.

P47 ¢ 5.3.14 REG 7(2) REG 16 (4)
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CallML is a purpose built, credible online Anti
Money Laundering System that meets these
Customer Due Diligence requirements to
identify and verify both customers and
beneficial owners (as prescribed by the
JMLSG see P51 &P52 Para
5.3.35,36,37,38,39,40).

CallML is a reliable independent source as
defined by the JMLSG (see P51 Para 5.3.39)
and uses a wide array of data to verify the
individualsCelectronic footprint (as
prescribed by the JIMLSG see P49 Para
5.3.25).

CallML fits this requirement to be used to
identify and verify both customers and
beneficial owners from a wide array of
independent data sources.

CallVerify is the batch routine version of

CallML, and is purpose built to run retro
checksad F Ayad Of ASyd TFAl
bases. Both CallML & CallVerify check the UK
HMT sanctions file data bases as standard
against each search they perform.
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Chapter 5 ¢ Customer Due Diligence

Where information is held about customers, it must,
as far as reasonably possible, be kept up to date. Once
the identity of a customer has been satisfactorily
verified, there is no obligation to re-verify identity
(unless doubts arise as to the veracity or adequacy of
the evidence previously obtained for the purposes of
customer identification); as risk dictates, however,
firms must take steps to ensure that they hold
appropriate up-to-date information on their
customers. A range of trigger events, such as an
existing customer applying to open a new account or
establish a new relationship, might prompt a firm to
seek appropriate evidence.

P49 ¢ 5.3.23 REGS (2)(b)

Although keeping customer information upCto-date is
required under the ML Regulations, this is also a
requirement of the Data Protection Act in respect of
personal data.

P49 ¢ 5.3.24

How much identity information or evidence to ask
for, and what to verify, in order to be reasonably
A GA&FTASR a G2 |
the judgement of the firm, which must be exercised
on a risk-based approach, as set out in Chapter 4 (of
the JMLSG Guidance), taking into account factors such
as:

e the nature of the product or service sought by the
customer (and any products or services to which
they can migrate without further identity
verification);

e the nature and length of any existing or previous
relationship between the customer and the firm;

e the nature and extent of any assurances from
other regulated firms that may be relied on; and

e whether the customer is physically present.

P50 ¢ 5.3.28 REG 5(3)(a)
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@rdfari 2

CallVerify can be used to check all or part of
an existing database of customers as often as
required. Equally, CallML can be used to re-
verify the identity of any existing customer
who becomes an active client again after
being dormant for a period of time.

CallVerify can be used to check all or part of
an existing database of customers as often as
required.

I Ffftal] Qa AYUuSNFIFOS C
companiesQ {dJsed folicies, by setting the
number of checks required for either a low or
high risk customer.
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Chapter 5 ¢ Customer Due Diligence

Evidence of identity can be in documentary or
electronic form. An appropriate record of the steps
taken, and copies of, or references to, the evidence
obtained, to indentify the customer must be kept.

P50 ¢5.3.29

Documentation purporting to offer evidence of

identity may emanate from a number of sources.

These documents differ in their integrity, reliability

and independence. Some are issued after due

RAftAIASYOS 2y 'y AYRADAR

undertaken; others are issued on request, without any

such checks being carried out. There is a broad

hierarchy of documents:

e certain documents issued by government
departments and agencies, or by a court; then

e certain documents issued by other public sector
bodies or local authorities; then

e certain documents issued by regulated firms in the
financial services sector; then

e those issued by other firms subject to the ML
Regulations, or to equivalent legislation; then

e those issued by other organisations.

P50 ¢5.3.30

Firms should recognise that some documents are
more easily forged than others. If suspicions are
raised in relation to any document offered, firms
should take whatever practical and proportionate
steps are available to establish whether the
document offered has been reported as lost or
stolen.

P.50¢5.3.31
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CallML produces a full report that contains,
as standard, a unique reference number;
G{SIFNOK L5¢ FYyR Aa
(Graphical User ID). Each CallML search
report can be stored as an electronic file, or
printed off for storage as a hard copy.

CallML enables you to add document details
into the system such as passport or driving
license numbers. These details are verified by
algorithmic checks. The results of this check
are contained within the body of a CallIML
Report.

CallML provides you with the ability to check
the details of documents provided by public
bodies or local authorities, such as council tax
statements. The Mail Sort reference number
will be checked and recorded within the body
of a CallML report.

CallML provides you with the ability to check
the details of documents provided by
regulated firms in the financial sector, such as
bank statements, credit/debit card
statements and mortgage statements. A
check against the SHARE database will be
made and recorded within the body of a
CallML report.

CallML negates the need for training in
spotting fraudulent documents, reduces
the cost in copying such documents and
the potential risks in accepting forged
documentation.

e: direct.sales@callcredit.co.uk I www.callcreditdirect.co.uk



Chapter 5 ¢ Customer Due Diligence

In their procedures, therefore, firms will in many
situations need to be prepared to accept a range of
documents, and they may wish also to employ
electronic checks, either on their own or in tandem with
documentary evidence.

P.50 ¢ 5.3.32

Electronic data sources can provide a wide range of
confirmatory material without involving the customer.
Where such sources are used for a credit check, the
Odzai2 YSNRAa LISNXYA&aAz2y A
Protection Act; a search for identity verification for

ax

AML/CFT purposes, however, leaves a different
WF220LINAY G Q 2y (GKS OdAaG2Y
Odzai2 YSNDa LISNXYA&ZaAzy A
informed that this check is to take place.

ax

P.51C5.3.33

External electronic databases are accessible directly by
firms, or through independent third party organisations.

The size of the electronic WF 2 2 G LINA Y 1 Q 6 & !
5.3.25) in relation to the depth, breadth and quality of

data, and the degree of corroboration of the data

supplied by the customer, may provide a useful basis for

an assessment of the degree of confidence in their

identity.

P.51 C5.3.34

A number of commercial agencies which access many
data sources are accessible online by firms, and may
provide firms with a composite and comprehensive level
of electronic verification through a single interface. Such
agencies use databases of both positive and negative
information, and many also access high-risk alerts that
utilise specific data sources to identify high-risk
conditions, for example, known identity frauds or
inclusion on a sanctions list. Some of these sources are,
however, only available to closed user groups.

P.51 ¢ 5.3.35
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CallML fits this requirement as it can
combine documentary and electronic
evidence within the decision.

Electronic Verification does not require
consent prior to a search taking place but
does require a fair processing notice to

be easily accessible to consumers.
Electronic verification leaves a non credit
footprint of the search history on the
applicant or data subjects credit file.
CallMLleavesad a [ € T2 2 G LINR

CallML uses primary and corroborative
data to build a transparent picture, using
data over the last six years. It only uses
data that is of an acceptable quality for
AML checks, as per the JIMLSG Guidance.

CallML provides the ability to adjust the
data sets used based upon the risk of the
product. Negative checks include
sanctions lists, deceased and gone-away
and allows the addition of GeoFraud and
CIFAS (for members only).

e: direct.sales@callcredit.co.uk I www.callcreditdirect.co.uk



Chapter 5 ¢ Customer Due Diligence

Positive information (relating to full name, current
address, date of birth) can prove that an individual
exists, but some can offer a higher degree of
confidence than others. Such information should
include data from more robust sources - where an
individual has to prove their identity, or address, in
some way in order to be included, as opposed to
others, where no such proof is required.

P.51 ¢ 5.3.36

Negative information includes lists of individuals
known to have committed fraud, including identity
fraud, and registers of deceased persons. Checking
against such information may be necessary to mitigate
against impersonation fraud.

P.51 ¢ 5.3.37

For an electronic check to provide satisfactory
evidence of identity on its own, it must use data from
multiple sources, and across time, or incorporate
qualitative checks that assess the strength of the
information supplied. An electronic check that
accesses data from a single source (e.g., a single check
against the Electoral Roll) is not normally enough on
its own to verify identity.

P.51 ¢ 5.3.38
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CallML shows all the information used in
the automated decision so additional
guestions could be asked using this
information if required.

CallML can be provided with the addition of
CIFAS data (for members only). Deceased
data can also be included into the CallML

CallML uses a multiple of data sources
covering a period of at least 6 years.

e: direct.sales@callcredit.co.uk I www.callcreditdirect.co.uk



Chapter 5 ¢ Customer Due Diligence

Before using a commercial agency for

electronic verification, firms should be

satisfied that information supplied by the

data provider is considered to be

sufficiently extensive, reliable and

accurate. This judgement may be assisted

by considering whether the provider

meets all the following criteria:

it is recognised, through registration

with the InformationC2 Y YA a a A 2

Office, to store personal data;

it uses a range of positive information
sources that can be called upon to link
an applicant to both current and
previous circumstances;

It accesses negative information
sources, such as databases relating to
identity fraud and deceased persons;
it accesses a wide range of alert data
sources; and

it has transparent processes that
enable the firm to know what checks
were carried out, what the results of
these checks were, and what they
mean in terms of how much certainty
they give as to the identity of the
subject.

P.51¢5.3.39

In addition, a commercial agency

should have processes that allow
the enquirer to capture and store
the information they used to
verify an identity.

P.51 ¢ 5.3.40
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Callcredit and CallML meet all the criteria required for an

electronic data provider under the JMLSG Guidance.

We are registered with the Information Commissioner@

Office with a Data Protection Licence Number:
25169270
CallML enables you to enter previous addresses and

previous names, allowing you to look against current

and previous circumstances.

/

Iff ONSBRAGU K2t R& | 6ARS

datasets, all of which are used within CallML:

o

f: 0113 234 0050

Examples of positive datasets; SHARE (Callcrediii Q &
closed user group account information), PAF,
Electoral Roll and public information e.g. CCJs and
bankruptcies
Examples of negative datasets; deceased data and
fraudulent passport data. CallML also looks against
the Politically Exposed Persons File, Specially
Designated Nationals and Bank of England
Sanctions File.
CallML gives a clear pass or refer showing all datasets
used in decision, including any corroborative evidence.
CallML provides various warnings, e.g. when the date
of birth entered does not match to those held and
when the information found is less than twelve
months old.
CallML also contains a clear audit trail, which can be
stored by Callcredit, through prior arrangement, or
the CallML report can be printed and kept on file or
saved electronically as a PDF.

CallML provides the ability to do online auditing of the

searches conducted or on a monthly or quarterly basis. A file
I €
provided to the client as part of the Audit Extract Report.

0KS &SI NOK NBO2NRa
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Chapter 5 ¢ Customer Due Diligence

The United Nations, European Union, and United Kingdom are
each able to designate persons and entities as being subject to
financial sanctions, in accordance with legislation explained
below (see para 5.3.43 ¢ 5.3.64). Such sanctions normally
include a comprehensive freeze of funds and economic
resources, together with a prohibition on making funds or
economic resources available to the designated target. A
Consolidated List of all targets to whom financial sanctions
apply is maintained by HM Treasury, and includes all individuals
and entities that are subject to financial sanctions in the UK.
This list is at: www.hm-treasury.gov.uk/financialsanctions.

P.52 ¢5.3.41

The obligations under the UK financial sanctions regime apply

to all firms, and not just to banks.

The Consolidated List includes all the names of designated

persons under UN and EC sanctions regimes which have effect

in the UK. Firms will not normally have any obligation under UK
law to have regard to lists issued by other organisations or
authorities in other countries, although a firm doing business in
other countries will need to be aware of the scope and focus of
relevant financial sanctions regimes in those countries. The
other websites referred to below (see para 5.3.43 ¢ 5.3.64) may
contain useful background information, but the purpose of the

HM Treasury list is to draw together in one place all the names

of designated persons for the various sanctions regimes

effective in the UK. All firms to whom this guidance applies,
therefore, whether or not they are FSA-Regulated or subject to
the ML Regulations, will need either:

e for manual checking: to register with the HM Treasury
update service (directly or via a third party, such as a trade
association); or

e if checking is automated: to ensure that relevant software
includes checks against the relevant list and that this list is
up to date.

P.51¢5.3.42

The HMT Consolidated List is
provided as standard within the
CallML product, along with the PEP
(supplied by CIA) and SDN (supplied
by OFAC) files.

As part of each CallML search, the
individual@ name is checked against
the HM Treasury Consolidated
Sanctions List and a warning

Y S &al 3S Wardimg nddeé &
matched to dathase. Please refer
to manager quoting code S168
provided.
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Chapter 5 ¢ Customer Due Diligence

The HM Treasury website contains general guidance
on the implementation of financial sanctions and
various electronic versions of the Consolidated List to
assist with compliance, as well as regime-specific
target list, details of all Notices updating the
Consolidated List and News Releases issued by HM
Treasury, and links to other useful websites. HM
Treasury may also be contacted direct to provide
guidance and to assist with any concerns regarding
the implementation of financial sanctions:

Asset Freezing Unit

HM Treasury

1 Horse Guards Road

London SW1A 2HQ

Email: assetfreezingunit@hrreasury.gov.uk

P.52 ¢ 5.3.44

HM Treasury may direct that a firm may not enter into
a business relationship, carry out an occasional
transaction, or proceed further with a business
relationship or occasional transaction, in relation to a
person who is based or incorporated in a non EEA
state to which the FATF has decided to apply counter-
measures. Details of any such HM Treasury directions
will be found at www.hm-treasury.gov.uk or

www.jmlsg .org.uk.

P55 € 5.3.63 REG 18

The firm should obtain the following information in
relation to the private individual:

e full name

e residential address

e date of birth

P.56 ¢ 5.3.70
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The HMT Consolidated List is provided as
standard within the CallML product, along
with the PEP (supplied by CIA and SDN
(supplied by OFAC) files.

The HMT Consolidated List is provided as
standard within the CallML product, along
with the PEP (supplied by CIA) and SDN
(supplied by OFAC) files.

CallML searches against these pieces of
data to perform a check. Additional
information, such as previous address and
alias for previous name, can be accepted.

e: direct.sales@callcredit.co.uk I www.callcreditdirect.co.uk
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Chapter 5 ¢ Customer Due Diligence

Verification of the information obtained must be
based on reliable and independent sources ¢ which
might either be a document or documents produced
by the customer, or electronically by the firm, or by a
combination of both. Where business is conducted
face-to-face, firms should see originals of any
documents involved in the verification. Customers
should be discouraged from sending original valuable
documents by post.

P.56 -5.3.71

LT R20dzySy il Ne S@OARSYyOS
to provide a high level of confidence, it will typically
have been issued by a government department or
agency, or by a court, because there is a greater
likelihood that the authorities will have checked the
existence and characteristics of the persons

concerned. In cases where such documentary

evidence of identity may not be available to an
individual, other evidence of identity may give the
FANXY NBlFazyloftS O2yFARS)H
although the firm should weigh these against the risks
involved.

P.57 C 5.4.72

Non-government-issued documentary evidence
complementing identity should normally only be
accepted if it originates from a public sector body or
another regulated financial services firm, or is
supplemented by knowledge that the firm has of the
person or entity, which it has documented.

P.57 ¢ 5.3.73
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¢CKAA FTAGA LISNFSOGT e
of documentary and electronic checks.

There is an increased emphasis on the use of
government based documentation i.e.
passport/driving licence. Electronic
Verification is very useful as most people
would not be comfortable in sending these
types of documents in the post for non-face-
to-face applications due to loss or theft.
There is also the time and costs involved for a
firm in returning this type of information
back to the consumer.

If an individual walks in to a branch of a
business without carrying a passport/driving
licence then using EV means the firm does
not have to send the person away and
potentially the account can be opened there
and then.

e: direct.sales@callcredit.co.uk I www.callcreditdirect.co.uk



Chapter 5 ¢ Customer Due Diligence

If identity is to be verified from documents, this should be based on:
Eithera government-issued document which incorporates:
e {KS OdzaalG2YSNDa FdzZt yIYS
o either his residential address
o or his date of birth

by E

Government-issued documents with a photograph include:
U Valid passport

Valid photocard driving licence (full or provisional)
National Identity card (non-UK nationals)

Firearms certificate or shotgun licence

et et S e A e

Identity card issued by the Electoral Office for Northern Ireland

or a government-issued document (without a photograph) which
AYyO2NLI2 N} GSa GKS suppziedyys&onma T
document, either government-issued, or issued by a judicial

authority, a public sector body or authority, or another FSA-

regulated firm in the UK financial services sector, or in a equivalent
jurisdiction, which incorporates:

e ¢ KS O dzifull BaMiantD &
o either his residential address
o or his date of birth

Government-issued documents without a photograph include:

U Valid (old style) full UK driving licence

U Recent evidence of entitlement to a state or local authority
funded benefit (including housing benefit and council tax
benefit), tax credit, pension, educational or other grant

Other documents include:

U Instrument of a court appointment (such as liquidator, or grant
of probate)
Current council tax demand letter, or statement
Current bank statements, or credit/debit card statements, issued
by a regulated financial sector firm in the UK, EU or equivalent
jurisdiction (but not ones printed off the internet)

U Utility bills (but not ones printed off the internet)

P.57 ¢ 5.3.74
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More confirmation of the
required documents.

Spotting fraudulent documents
from such a vast range is
difficult and the training for
staff to ensure they know what
is acceptable is very costly.
CallML provides a very cost-
effective solution to this
problem as well as the ability
of an electronic audit trail of
what documents have been
used and the data captured
and verified by CallML.

e: direct.sales@callcredit.co.uk I www.callcreditdirect.co.uk



Chapter 5 ¢ Customer Due Diligence

The examples of other documents are intended to
ddzLILR2 NI F Odzad2YSNDa |
they will have been delivered to the customer through

RI

the post, rather than being accessed by him across the
internet.
P.58 ¢ 5.3.75

2KSNBE | YSYOSNI 2F GKS
customer at his home address, a record of this visit
may constitute evidence corroborating that the
individual lives at this address (i.e. as a second
document).

P.58 C 5.3.76

Some consideration should be given to whether the
documents relied upon are forged. In addition, if they
are in a foreign language, appropriate steps should be
taken to be reasonably satisfied that the documents in
FI OG LINPGPARS SPOARSYyOS 2
Examples of sources of information include CIFAS, the
Fraud Advisory Panel and the Serious Fraud Office.
Commercial software is also available that checks the
algorithms used to generate passport numbers. This
can be used to check the validity of passports of any
country that issues machine-readable passports.

P.58 ¢ 5.3.78

If identity is verified electronically, this should be by
oFara GKS Odzaf
address and date of birth, carrying out electronic

the firm, using as ita

checks either direct, or through a supplier which
meets the criteria in paragraphs 5.3.39 and 5.3.40,
that provide a reasonable assurance that the
customer is who he says he is.

P.58 ¢ 5.3.79
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This evidence can be used in combination
with an electronic check via mail sort code
verification.

This evidence can be used in combination
with an electronic check. In line with your
T A NJY ®ased pbhicyd you may wish to run
an electronic check as well as the home visit.

This evidence can be used in combination or
as part of the electronic check. CallML can
check a (international standard) machine-
readable passport via algorithms, which can
also be checked against CIFAS data records,
available as a Value added dataset.

CallML meets all these requirements and is
recognised as a provider of electronic
verification.

e: direct.sales@callcredit.co.uk I www.callcreditdirect.co.uk



Chapter 5 ¢ Customer Due Diligence

As well as requiring a commercial agency used for electronic

verification to meet the criteria set out in paragraphs 5.3.39 CallML provides a 1+1 as per this

and 5.3.40, it is important that the process of electronic criteria standard basis (normal check),
verification meets a standard level of confirmation before it and can be changed in to a 1+1+1 for
can be relied on. The standard level of confirmation, in higher risk (extra check).
circumstances that do not give rise to concern or CallML provides a very clear record of
uncertainty, is: the datasets used in the decision.

e 2yS YIGOK 2y |y AYRAQARdZ
address, and

eI ASO2YyR YIGOK 2Yy I Yeithe R
his current address or his date of birth.

Commercial agencies that provide electronic verification use
various methods of displaying results - for example, by the
number of documents checked, or through scoring
mechanisms. Firms should ensure that they understand the
basis of the system they use, in order to be satisfied that the
sources of the underlying data reflect the guidance in
paragraphs 5.3.35-5.3.38, and cumulatively meet the
standard level of confirmation set out above.

P.58 ¢5.3.80

To mitigate the risk of impersonation fraud, firms

hould eith ify with th t dditional
should ettherverity wi € customer additiona CallML provides details with a standard

NELR2NI 2F GKS &adzoesS:
used as a basis for cross reference, such as
P.59 ¢ 5.3.81 number of SHARE records and their start
dates, length of residency and opt in/out

aspects of his identity which are held electronically, or
follow the guidance in paragraph 5.3.82.

selection from Electoral Roll as well as
linked addresses, public data (Judgments
and Insolvencies) etc. CallML allows for
increased due diligence should a standard
check not be sufficient. It will allow for the
input of further documentary evidence.
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Chapter 5 ¢ Customer Due Diligence

Where identity is verified electronically, or copy documents

are used, a firm should apply an additional verification check

to manage the risk of impersonation fraud. The additional

check may consist of robust anti-fraud checks that the firm

routinely undertakes as part of its existing procedures, or

may include:

e requiring the first payment to be carried out through an
I 002dzyit Ay GKS Odzaid2YSNRA
regulated credit institution or one from an equivalent
jurisdiction;

e JSNAFEAYA FTRRAGAZ2YFE | aLJS
of KAd StSOUNRBYAO WF22 0 LINAY

e telephone contact with the customer prior to opening the
account on a home or business number which has been
BSNAFASR 0St SOGNRYAOIT e
to the customer before transactions are permitted, using
it to verify additional aspects of personal identity
information that have been previously provided during
the setting up of the account;

e communicating with the customer at an address that has
been verified (such communication may take the form of
a direct mailing of account opening documentation to
him, which, in full or in part, might be required to be
returned completed or acknowledged without alteration);

e internet sign-on following verification procedures where
the customer uses security codes, tokens, and/or other
passwords which have been set up during account
opening and provided by mail (or secure delivery) to the
named individual at an independently verified address;

e other card or account activation procedures;

e requiring copy documents to be certified by an
appropriate person.

P.59 ¢ 5.3.82

As a mitigation of fraud risk, an extra
check can be conducted against the
CallML service. It is also advisable to
contact the customer by telephone or
in writing once the business
relationship has been initiated. This
will provide a further anti-fraud check
CallML can be supplied in
combination with CallValidate to
enable the additional verification of a
UK bank or credit payment card, such
as a Visa and Mastercard; or Visa
debit and Maestro debit card.
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Chapter 5 ¢ Customer Due Diligence

The standard identification requirement (for
documentary or electronic approaches) is likely to be
sufficient for most situations. If, however, the
customer, and/or the product or delivery channel, is
assessed to present a higher money laundering or
terrorist financing risk ¢ whether because of the
nature of the customer, or his business, or its location,
or because of the product features available ¢ the firm
will need to decide whether it should require
additional identity information to be provided, and/or
whether to verify additional aspects of identity.

P.60 ¢ 5.3.83

Where the result of the standard verification check
gives rise to concern or uncertainty over identity, or
other risk considerations apply, so the number of
matches that will be required to be reasonably

Al dA&aFTASR a G2
P.60 ¢ 5.3.84

For higher risk customers, the need to have additional
information needs to be balanced against the
possibility of instituting enhanced monitoring (see
sections 5.5 and 5.7)

P.60 C 5.3.85
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iKS AYyR;

CallML can be used to build a risk-based
approach using the flexibility of the
datasets used and a combination of
primary/corroborative checks and
warnings.

CallML allows for increased due diligence
should a standard check not be sufficient.
It will allow for the input of further
documentary evidence.

CallML allows for increased due diligence
should a standard check not be sufficient. It
will allow for the input of further
documentary evidence.

Callcredit can provide ongoing monitoring of
clients if this is felt necessary.

e: direct.sales@callcredit.co.uk I www.callcreditdirect.co.uk
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Chapter 5 ¢ Customer Due Diligence

Where the customer has not been physically present
for identification purposes, a firm must take specific
and adequate measures to compensate for the higher
risk, for example by applying one or more of the
following measures:

(@ Syada2NAy3a (KIFG GKS Odzai

established by additional documents, data or
information;

(b) supplementary measures to verify or certify the
documents supplied, or requiring confirmatory
certification by a financial services firm in the UK,
EU or an equivalent jurisdiction;

(c) ensuring that the first payment of the operation
is carried out through an account opened in the
customer@name with a bank.

P.88 C 5.5.12 REG 14(2)

Where a customer approaches a firm remotely (by
post, telephone or over the internet), the firm should
carry out non face-to-face verification, either
electronically (see paragraphs 5.3.79 -5.3.81), or by
reference to documents (see paragraphs 5.3.72 ¢
5.3.78).

P.89 ¢5.5.16

Individuals who have, or have had, a high political
profile, or hold, or have held, public office, can pose a
higher money laundering risk to firms as their position
may make them vulnerable to corruption. This risk
also extends to members of their immediate families
and to known close associates. PEP status itself does
not, of course, incriminate individuals or entities. It
does, however, put the customer, or the beneficial
owner, into a higher risk category.

P.89 ¢5.5.18
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CallML allows for a risk-based approach and
further primary and secondary checks to
build a complete picture of the customer.

SHARE records indicate if the subject has any
UK based bank / credit / mortgage accounts.

CallML can be supplied in combination with
CallValidate to enable the additional
verification of a UK bank or credit payment
card, such as a Visa and MasterCard; or Visa
debit and Maestro debit card.

CallML allows for a risk-based approach and
further primary and corroborative checks to
build a complete picture of the customer.

'y WOEGNI Q OKSO1 Oly
electronically and documents may also be
added for higher risk individuals/cases.

Definition of a Politically Exposed Person
(PEP)
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Chapter 5 ¢ Customer Due Diligence

! t9t A& RSTAYSR la aly
time in the preceding year, been entrusted with
prominent public functions and an immediate family
member, or a known close associate, of such a
LISNE2Yéd ¢KA& RSTAYAGAZ2:Y
such a position in a state outside the UK, orin a
Community institution or an international body. See

ML REG 2007 Sch2 para4 (1)(a)(b)(c)

P.89 ¢ 5.5.19 REG14 (4)(5)(6)

For the purpose of deciding whether a person is a
known close associate of a PEP, the firm need only
have regard to any information which is in its
possession, or which is publicly known. Having to
obtain knowledge of such a relationship does not
presuppose an active research by the firm.

P90 C 5.5.24 REG 14(6) REG 20 (2)(c)

Firms are required, on a risk-sensitive basis, to:

e have appropriate risk-based procedures to
determine whether a customer is a PEP;

e obtain appropriate senior management approval
for establishing a business relationship with such a
customer;

e take adequate measures to establish the source of
wealth and source of funds which are involved in
the business relationship of occasional transaction;
and

e conduct enhanced ongoing monitoring of the
business relationship.

P.90 ¢ 5.5.25 REG 14(4)
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against the PEP file as part of the standard
verification.

Annual verification of existing clients against
changes in PEP status would be required to
meet REG14 (5). CallVerify is our batch
process Verification system built for this
requirement.

[Tt al OKSOl1a adomaScC
against the PEP file as part of the standard
verification.

/I Ffta] OKSOla adzwmwaSc
against the PEP file as part of the standard
verification system. We provide a warning
message to alert the user to a name match.

2S OFy Y2RATE /[ Iffal
they match against the PEP file.
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Chapter 5 ¢ Customer Due Diligence

Firms must conduct ongoing monitoring of the
business relationship with their customers. Ongoing CallML can be used to re verify individuals

monitoring of a business relationship includes: over time as part of the ongoing monitoring

e Scrutiny of transactions undertaken throughout on specific customer account. Alternatively,
the course of the relationship (including, where CallVerify can be used to re verify larger
necessary, the source of funds) to ensure that the numbers of customers as part of the
transactions are consistent with the firmQ ongoing monitoring conducted by a firm.

knowledge of the customer, his business and risk
profile;

e Ensuring that the documents, data or information
held by the firm are kept up to date.

P.98 ¢ 5.7.1 REG 8
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Chapter 8 ¢ Record Keeping

Firms must retain records concerning customer

identification and transactions as evidence of the CallML provides very clear audit results in the
work they have undertaken in complying with their form of a printable hard copy version of the
legal and regulatory obligations, as well as for use as CallML report or an electronic file, for
evidence in any investigation conducted by law permanent record retention on a regular
enforcement. FSA-regulated firms must take basis showing the data returned within the
reasonable care to make and keep adequate records check.

appropriate to the scale, nature and complexity of
their businesses.

P.142 ¢ 8.3 REG 19

The precise nature of the records required is not

specified in the legal and regulatory regime. The The audit facilities from CallML will build on

objective is to ensure that a firm meets its obligations the requirements for record keeping under

and that, in so far as is practicable, in any subsequent ML legislation.
investigation the firm can provide the authorities with

its section of the audit trail.

P.143 8.5

TKS FTANXYQa NBO2NR& &K2dA
e Customer information
e Transactions The audit facilities from CallML will build on

e Internal and external suspicion reports the requirements for record keeping for

e MLRO annual (and other) reports customer information under the ML

e Information not acted upon legislation.
e Training and compliance monitoring

¢ Information about the effectiveness of training

P.143 ¢ 8.6
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Chapter 8 ¢ Record Keeping

Inrelationtothe SGA RSy OS 2F | Odz
firms must keep a copy of, or the references to, the
SOARSYOS 2F GKS Odzai2YS|
the application of CDD measures. Where a firm has
received a confirmation of identity certificate, this
certificate will in practice be the evidence of identity
that must be kept.

P.143 ¢ 8.7 REG 19

Records of identification evidence must be kept for a
period of at least five years after the relationship with
the customer has ended. The date the relationship
with the customer ends is the date:

e an occasional transaction, or the last in a series of
linked transactions, is carried out; or

e the business relationship ended, i.e. the closing
of the account or accounts.

P143 ¢ 8.11 REG 19(3)

AFTANNQa NBO2NRa&a aKz2dzZ R A
(a) in relation to training:
e dates AML training was given;
e the nature of the training;
e the names of the staff who received training; and
e the results of the tests undertaken by staff,
where appropriate.

P.144 ¢ 8.20
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CallML captures each search run on the
system and specifies a unique reference
number or Search ID number (also referred
to as the GUID).

CallML will produce a full report of all
information returned from data sources used
within the search. This report can be printed
as hard copy, or stored electronically.

CallML training is provided as standard by
CalONBRA G Q& ! OO2dzyénd al
can be included or contribute to a firmQ

overall AML training requirements.

Callcredit also provide AML training in
partnership with ML Solutions 4U. Please visit
www.mlsolutions4u.co.uk or call 0113 220

1616 for more information.
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Chapter 8 ¢ Record Keeping

Most firms have standard procedures which they keep
under review, and will seek to reduce the volume and

density of records which have to be stored, whilst still

complying with the statutory requirements. Retention
may therefore be:

e by way of original documents;

e by way of photocopies of original documents;
e on microfiche;

e inscanned form;

e in computerised or electronic form.

P.145 ¢ 8.22

Where the record keeping obligations under the ML
Regulations are not observed, a firm or person is open
to prosecution, including imprisonment for up to two
years and/or a fine, or regulatory censure.

P.146 C 8.31 REG45(1)
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CallML reports can be printed out and stored
in hard copy format, or saved as an electronic
file such as a PDF file.

CallVerify reports can be returned as a paper
document or an electronic copy of the
document, upon request from the client firm.

CallML & CallVerify provide simple and
effective means of document retention
around the customer identification and
verification procedures of a firmQ Customer
Due Diligence requirements.

e: direct.sales@callcredit.co.uk I www.callcreditdirect.co.uk



The Law Society of England and Wales www.lawsociety.org.uk

The Law Society of Scotland www.lawscot.org.uk

The Institute of Chartered Accountants in England and Wales (ICAEW) www.icaew.co.uk

The Institute of Chartered Accountants of Scotland (ICAS) www.icas.org.uk

The Office of Fair Trading www.oft.gov.uk

Financial Services Authority (FSA) www.fsa.gov.uk

CIFAS -¢ KS ! YQ& CNJ dzR wwh&iASovgikh 2y { SNIIA OS

APACS - The UK payments association www.apacs.org.uk

Money Laundering Regulations 2007: Regulatory Impact Assessment (July 2007)

Joint Money Laundering Steering Group (JMLSG)

Joint Money Laundering Steering Group Guidance Notes

Home Office Identity Fraud Steering Committee

Fraud - The Facts 2007 (APACS, 2007)

Fraud Review - Fighting Fraud together (The Attorney General's Office, 2007)

All Party Parliamentary Group Report into Identity Fraud (October, 2007)



http://www.lawsociety.org.uk/
http://www.lawscot.org.uk/
http://www.icaew.co.uk/
http://www.icas.org.uk/
http://www.oft.gov.uk/
http://www.fsa.gov.uk/
http://www.cifas.org.uk/
http://www.apacs.org.uk/
http://www.hm-treasury.gov.uk/media/3/D/moneylaundering_ria250707.pdf
http://www.jmlsg.org.uk/bba/jsp/polopoly.jsp?d=749
http://www.ukregulation.co.uk/topics/JMLSG_MLGN2006_Prevention_of_Money_Laundering/Combating_the_Financing_of_Terrorism_Guidance_for_the_UK_Financial_Sector_January_2006/42391
http://www.identitytheft.org.uk/
http://www.identitytheft.org.uk/
http://www.identitytheft.org.uk/
http://www.attorneygeneral.gov.uk/Fraud%20Review/Government%20Response%2015%20March%202007.pdf
http://www.fhcreative.co.uk/idfraud/downloads/APPG_Identity_Fraud_Report.pdf
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